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END-TO-END PRIORITIZED DATA DELIVERY ON NETWORKS USING IP OVER 

FRAME RELAY 

BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention relates to the field of transmission of data over networks. More 
particularly, the invention provides methods and systems that guarantee throughput of critical data 
by prioritizing end-to-end data delivery. 

2. Related Information 

FIG. 1 shows a typical configuration used to exchange data among three locations 100, 102 
and 104. The transmission of data from locations 100 and 102 to location 104 will be described to 
reveal some of the problems associated with prior art networks. A first location 100 contains 
applications 106 and 108 that provide data to an Ethernet 1 10. Data is transmitted from Ethernet 
1 10 to a first router 112. Likewise, appHcations 114 and 1 16 provide data to a second Ethernet 118 
at location 102. Data is transmitted from Ethernet 1 18 to a second router 120. Routers 1 12 and 120 
transmit data to a frame relay network 122. 

Frame relay network 122 contains frame relay switches 124, 126 and 128. Routers 1 12 and 
120 transmit data to frame relay switch 128 via frame relay switches 124 and 126 respectively. 
Finally, data is transmitted from frame relay switch 128 through a third router 130 and an Ethernet 
132 to applications 134 and 136. 
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Conventional networks, such as the one shown in FIG. 1 have limited bandwidths and, 

therefore, limited data throughputs. Components such as routers and frame relay switches typically 

have lower bandwidths than the transmission lines used to connect the components. As a result, the 

overall throughput and quality of service of a network may be limited by the bandwidth of some of 

the components, especially the access links of routing and switching components. For example, 

congestion can occur at output port 138 of router 112 when Ethernet 1 10 transmits a relatively large 

number of packets containing data to router 112. Router 1 12 must encapsulate each of the data 

packets into a frame relay frame and transmit the frame relay frames to frame relay switch 124. 

When there is heavy traffic through router 112, the throughput of all of the packets are delayed 

equally, regardless of the importance of the data contained in the packets. A similar situation may 

occur at site 102. 

Besides congestion possibly occurring at output port 138, congestion can occur ftirther down 
the path toward a packet's destination, for example at egress link 140. Frame relay frames 
transmitted from frame relay switches 124 and 126 arrive at frame relay switch 128. Frame relay 
switches, such as frame relay switch 128, typically have egress access links that have a lower 
bandwidth than the sum of the bandwidths of the ingress access links. As a result, congestion can 
occur at egress link 140 of frame relay switch 128 when a relatively large number of frames arrive 
from frame relay switches 124 and 126. Furthermore, the throughput of each of the frames arriving 
at frame relay switch 128 is degraded equally, regardless of the importance of the data contained in 
the packet. Similar problems may result when sending data to sites 100 and 102. 
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Therefore, there exists a need in the art for a network that allows critical data to receive 

preference over non-critical data at points of congestion throughout the network to provide a 

guaranteed throughput for the critical data. 


5 SUMMARY OF THE INVENTION 

The present invention provides a network having increased throughput and minimal delay for 
critical data because a network typically contains congestion points. The present invention provides 
a method of transmitting data across such a network. The method includes the step of receiving a 
plurality of Internet protocol (IP) packets each of which contains data and priority information at a 
10 first router. The data contained in the IP packets is then encapsulated into frame relay packets 

M 

containing the priority information. The frame relay frames are transmitted from the first router to a 
=5 frame relay network in a manner determined by the priority information included in the frame relay 

If^ frames. The frame relay frames are then transmitted across a frame relay network to a second router 
1^ in a manner determined by the priority information included in the frame relay frames. The frame 
15 relay frames may be transmitted over more than one permanent virtual circuit. 

In one embodiment of the invention, each of the permanent virtual circuits is used to transmit 
frame relay frames having predetermined priority information. Alternatively, each permanent virtual 
circuit may be used to transmit frame relay frames having predetermined priority information when a 
congesfion condition exists. 
20 The present invention may also include the steps of converting the frame relay frames 
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arriving at the second router into Internet protocol packets having the priority information and 
transmitting the Internet protocol packets from the second router toward a destination location in a 
manner determined by the priority information included in the Internet protocol packets. 

In another embodiment, frame relay frames are received at a frame relay egress switch and 
transmitted to the second router over more than one permanent virtual circuit. 

The advantages of the present invention may also .be provided by a computer network. The 
computer network may include a first router that receives packets containing data and priority 
information, a frame relay network containing a frame relay egress switch, a first permanent virtual 
circuit coupled between the first router and the frame relay egress that is used to carry frames having 
priority information corresponding to a first level of priority and a second permanent virtual circuit 
coupled between the first router and the frame relay egress that is used to carry frames having 
priority information corresponding to a second level of priority. The computer network may also 
include a second router, a third permanent virtual circuit coupled between the frame relay egress 
switch and the second router that is used to carry frames having priority information corresponding 
to the first level of priority, and a fourth permanent virtual circuit coupled between the frame relay 
egress switch and the second router that is used to carry frames having priority information 
corresponding to the second level of priority. 

Other features and advantages of the invention will become apparent with reference to the 
following detailed description and the figures. 
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RRTEF DESCRIPTTON OF THE DRAWINGS 

The present invention is illustrated by way of example and not limitation in the 
accompanying figures in which like reference numerals indicate similar elements and in which: 

FIG. 1 is a schematic diagram of a conventional network; and 
5 FIG. 2 is a schematic diagram of a network having increased throughput in accordance with 

the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

FIG. 2 shows a network having minimal delay for critical data in accordance with a preferred 
IS 10 embodiment of the invention. A first site 200 may contain a critical application 206 and a non- 

m 

critical application 208, each of which transmits data to an Ethernet 2 1 0. Applications 206 and 208 

... 

I' may comprise a wide mix of applications, such as those typically used by businesses. Cntical 

j'7 appUcations may include applications that require a predetermined throughput for optimal operation. 

jl! For example, critical application 206 may comprise an application that sends time sensitive 

i-3 

15 information, such as information for trading stocks. Critical application 206 may alternatively 
comprise an application that sends data that must be received within a predetermined time period, 
such as an application for sending voice data over a computer network. An example of a non-critical 
application may be an application for sending low priority electronic mail messages over a computer 
network. A single critical application 206 and non-critical application 208 are shown at site 200 for 

20 illustration purposes only. One skilled in the art will appreciate, that site 200, as well as sites 202 
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and 204, may contain numerous critical and non-critical applications that may reside on numerous 
computers at each site. 

The transmission of packets from sites 200 and 202 to site 204 will be described with the 
understanding that the advantages of the present invention may be obtained when data is transmitted 
between any of the sites. Internet protocol (IP) packets may be generated at applications 206 and 
208 and transmitted to router 2 1 2 via Ethernet 210. Router 2 1 2 may then classify each IP packet as 
either critical or non-critical. There are several mechanisms that router 212 may use for classifying 
packets. In one embodiment of the invention, the classification may be based on IP source and/or 
destination address of the packet. For example all data transmitted to and/or fi-om a chief executive 
officer's computer may be designated as high priority. Alternatively, a port address of a computer 
can be used for the classification. Data leaving some ports may be designated as high priority and 
data leaving other ports may be designated as low priority. A user or system operator at site 200 
may designate certain applications as critical and others as non-critical. Information in the packet 
header, such as the type of service (TOS) field can also be used to classify packets. One skilled in 
the art will appreciate that the above list includes only some of the information that can be used to 
classify packets. Other types of information, such as protocol information can also be used. 

FIG. 2 shows an embodiment where sites 200 and 202 are each connected to site 204 by a 
pair of PVCs. Sites 200 and 202 can also be connected to each other. The output port 238 of router 
212 is connected to a critical permanent virtual circuit (PVC) 250 and non-critical PVC 252 in the 
direction of site 204. During times of congestion, critical IP packets arriving at router 212 may 
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receive priority processing. Router 212 encapsulates critical IP packets into frame relay frames 
having critical designations and may include policy routing computer code for causing the critical 
frame relay frames to be transmitted to frame relay sv^itch 224 via critical PVC 250. Furthermore, 
router 212 may add a data link connection identifier (DLCI) to each of the frames. A DLCI of 1 
5 may correspond to high priority and a DLCI of 2 may correspond to low priority. The DLCIs may 
be used by frame relay egress switch 228 in a manner described below. Non-critical packets may be 
transmitted from router 212 to frame relay switch 224 via non-critical PVC 252. 

Therefore, during times of congestion, critical packets arriving at router 212 may be 
transmitted to frame relay switch 224 via critical PVC 250 faster than non-critical packets arriving at 
10 router 2 12 are transmitted to frame relay switch 224 via non-critical PVC 252. As a result, critical 
.,p packets have a greater throughput through router 212 during times of congestion. Similar processing 
;? may occur at sites 202 and 204 by the corresponding components. 

^ The present invention may also minimize the delay created at egress frame relay switches. 

^ The transmission of packets from sites 200 and 202 to site 204 will be described with the 
1 5 understanding that the advantages of the present invention may be obtained when data is transmitted 
between any of the sites. Critical frames arriving at egress frame relay switch 228 via critical PVCs 
250 and 254 may receive priority processing during times of congestion. Priority processing may 
include absolute or relative priority processing. Relative priority processing maybe in the form of 
service limits. Alternatively, the priority of processing may also be based on DLCIs included in 
20 frames. As a result of applying priority processing to the critical frames, the throughput of critical 
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frames through frame relay switch 228 is greater than the throughput of non-critical frames during 
times of congestion. 

The combination of priority processing by routers and by frame relay switches results in 
critical data receiving priority processing from one end of the network through the other end of the 
network during times of congestion. Providing priority processing to critical data traveling across 
the network in either direction allows for priority processing of application responses and TCP 
acknowledgments, which optimizes the utility of the network. While FIG. 2 illustrates an 
embodiment showing priority processing in both directions across the network, the present invention 
may also be used to apply priority processing in a single direction. It may be advantageous to apply 
priority processing in a single direction when a given network is most likely to encounter congestion 
in only one direction. In particular, priority processing in a single direction may be applied to 
networks that include a data center or server farm. 

In one embodiment of the invention, critical frames are always transmitted via critical PVCs 
and non-critical frames are always transmitted via non-critical PVCs to minimize the processing 
required at each router or frame relay switch. Alternatively, critical and non-critical frames may be 
transmitted over either PVC during times of non-congestion to optimize the throughput of the 
network during times of non-congestion. Furthermore, two classifications of data are shown for 
illustration purposes only. Any number of classifications may be used. For example, sites 200 and 
202 may be connected to each other via three PVC used to carry frames have three priority levels. 

While the present invention has been described in connection with the illustrated 
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embodiments, it will be appreciated and understood that modifications may be made without 
departing from the true spirit and scope of the invention. For example, the present invention may be 
used with packet having a format other than frame relay. 


